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Strategy Statement 

Reigate and Banstead Borough Council has a proactive approach to risk 
management. It is an integral part of the Council’s corporate governance 
arrangements and has been built into management processes.    
 
The Council recognises its responsibility to employ a risk framework to manage risks 
effectively to:  
 

• Maximise the opportunities to achieve the Council’s vision; 

• Protect service delivery and its quality; 

• Protect the reputation and image of the Council; 

• Protect the Council’s assets and resources; 

• Secure the earning capacity and funding of the Council; 

• Safeguard the well-being of employees and users of services; 

• Ensure the integrity and resilience of information systems; 

• Ensure probity and sound ethical conduct; 

• Avoid criminal prosecution or civil litigation; 

• Avoid financial loss through fraud or corruption; 

• Ensure compliance with statutory obligations. 
 
The Council recognises that it is the responsibility of all Councillors and employees 
to have regard for risk in carrying out their duties.  If uncontrolled, risk can result in a 
drain on resources that could better be directed to front line service provision and 
meeting the Council’s objectives and community needs.  The Council recognises that 
well managed risk taking is desirable where it presents opportunities to provide 
services in a more cost-effective manner.   
 
Risk management should not be a process that stifles innovation and prevents 
opportunism but rather one in which risks can, and should be taken, providing they 
are actively managed and justified. The dynamic nature of Local Government and 
the challenges we have set ourselves means that we must ensure that we are risk 
aware rather than risk averse. The focus should be on the action taken to manage 
the risk and not simply on reducing the risk status in accordance with our agreed risk 
appetite, for example as set out in the Council’s Investment Strategy.  
 
All staff have a duty to work safely, avoid unnecessary waste of resources and 
contribute to risk management initiatives in their own area of activity.   
 
In adopting this strategy, the Council acknowledges that any reduction in injury, 
illness, loss or damage benefits the whole community. 
 
This strategy statement and methodology will be reviewed, as a minimum, every 
three years. 
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1. Introduction 

 
This document sets out the Council’s approach to the management of risk 
focussing on the delivery of its key objectives.  It will be subject to a review 
every three years to ensure it continues to be relevant to and supportive of the 
Council structure and services. 

 

2. Risk Management  

 
The Council is committed to the achievement of its vision and corporate plan 
objectives. In doing so, the Council realises that it will face all manner of risks. 
 
There are many definitions of risk and risk management.  For the purposes of 
this strategy the following definition of risk is used: 
 
“an uncertain event or set of events which, should it occur, will have an 
effect on the achievement of objectives.”  (Cabinet Office) 
 
Risk management is the process by which risks are identified, evaluated 
controlled and monitored. It is a key element of the Council’s governance 
framework. 

 

3. Objectives 

 
The objectives of the Council’s risk management strategy are to: 

 
o Identify risks and their likely consequences; 
o Score and rate risks in accordance with the Council’s appetite for risk; 
o Establish and review appropriate controls; 
o Develop and take actions to mitigate risks; 
o Monitor and review the effectiveness of those actions; 
o Establish a culture of effective risk ownership; 
o Incorporate risk management into the Council’s day to day operations; 
o Inform policy and operational decisions; 
o Minimise loss, disruption, damage and injury and reduce the cost of 

risk, thereby maximising resources; 
o Anticipate and respond to changing social, environmental and 

legislative requirements; 
o Ensure good governance. 

 
 

3.1. Benefits 
 

An effective risk management framework will deliver a number of benefits, 
including:   
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• Improved Strategic Management 
o Greater ability to more effectively deliver objectives and targets through 

better informed decision making; 
o Enhanced understanding of over/under control through effective 

assurance processes. 
o Reduce the likelihood of ineffective partnership working. 

 

• Improved Operational Management 
o Reduction in interruptions to service delivery; 
o Reduction in management time spent dealing with the consequences 

of a risk event having occurred; 
o Improved Health & Safety and Wellbeing of those employed, and those 

affected, by the Council’s actions; 
o Minimal service disruption to customers and a positive external image 

as a result of all of the above. 
 

• Improved Financial Management 
o Better informed financial decision-making; 
o Enhanced financial control; 
o Reduction in the financial costs associated with losses due for 

example, but not exclusively, to service interruption, and litigation; 
o Reduction in insurance premiums. 

 
3.2. Risk Management and Culture Change 

 
Embedding risk management into the culture of the Council will include: 

 

• Risk management being discussed at 1-2-1s and team meetings; 

• Regular review of risk registers by service mangers and at Quarterly 
Business Meetings; 

• Regular feedback to risk owners from Management Team; 

• Risk management training for new risk owners and/or relevant staff, as 
part of the process of the regular risk reviews; 

• User guide and other toolkit items on The Knowledge.    
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4. Risk Framework 

 

 

 
The Council operates a three-tier risk collection process to address the 
dynamic and inter-dependent nature of risk categorisation. The risk tiers are: 
 
 
 
 
 
 

 
 

 
 
 

  

Strategic 
Risk 

Operational 
Risk

Project 

Risk
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4.1. Strategic Risks 
 

Strategic risks are defined as those risks that have an impact on the medium 
to long term ambitions and priorities of the Council as set out in the Corporate 
Plan in conjunction with the Five-Year Medium Term Financial Plan. 
 
Members of the Management Team and Portfolio Holders have shared 
responsibility for the Strategic Risks.  
 
Strategic risks are reviewed at Quarterly Business Meetings.  New risks can 
be identified and adopted at any time in the year. 

 
New Strategic risks are considered for inclusion to the risk register by the 
Corporate Governance Group, Management Team in conjunction with 
Members as appropriate and reported to the Overview & Scrutiny Committee 
and the Executive. 
 

 

4.2. Operational Risks 
 

Operational risks are short term risks that are encountered in the course of 
the day to day delivery by services.  Heads of Service have responsibility for 
operational risks. 
 
These are reviewed at Quarterly Business Meetings but can be raised at any 
point in the year.  
 
Day to day risks are managed within the service areas as ‘business as usual’ 
within the prescribed procedures and controls. It is not a requirement for 
standard service level risks to be incorporated into the Operational Risk 
Register.   

 
However, if the operational risk cannot be fully managed within the service or 
it has a wider organisational impact, then it will be considered for inclusion in 
the corporate Operational Risk Register following prior discussion with the 
Head of Service. 

 
New Operational risks are considered for inclusion on the risk register by the 
Corporate Governance Group. 

 
 

4.3. Project Risks 
 

As projects by their very nature introduce change and therefore a degree of 
uncertainty, risk management is key and as such risk registers should be in 
place for all projects. The risk register should include all potential risks that 
could cause the project to fail to achieve its stated objectives.  All major 
threats should be considered and reviewed and updated throughout the 
project lifecycle. The Project Manager is responsible for maintaining the 
project risk register and ensuring the escalation of key risks to the relevant 
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governance group. 
 

4.4. Risk Appetite 
 

Risk appetite is defined as the level of exposure the Council is prepared to 
accept, tolerate or be exposed to at any point in time. We will aim to manage 
and understand our exposure by analysis of higher impact, higher likelihood 
risks as these will have the most adverse effect.  

 
Defining the limits of the risk appetite is about identifying at what point 
decisions regarding the management of a risk are escalated. This is 
discussed by Management Team and Corporate Governance Group during 
risk register review and project development in conjunction with Members as 
appropriate.  This also takes place during service and financial planning and 
when reports are submitted to Panels and Committees for decision making.  

 
4.5. Risk Register Reviews 

 
Risk Registers should be continually reviewed to ensure that any new risks 
are considered and existing risks are managed.  The review process should 
be supported by the opportunity to discuss risk issues at all levels.  

 
Reviews are conducted in accordance with the risk management methodology 
set out below. 

 
Outputs Completed 

by 

Reviewed by Reports 

received by 

Reports to the Elected 

Members 

Strategic 

Risk 

Register 

PBA team, 

Heads of 

Service and 

Management 

Team 

Corporate 

Governance 

Group 

(Quarterly) 

MT 

Quarterly 

 

Each quarter for new or 

closed risks  

6 monthly update reports 

(Q2 and Q4) to O&S and 

the Executive 

Refreshed register for the 

forthcoming year 

considered at the end of 

Q3. 

 

Operational 

Risk 

Registers 

PBA team 

and Heads of 

Service 

Corporate 

Governance 

Group 

(Quarterly)  

MT Quarterly By exception where risks 

are RAG rated red in Q2 

and Q4 

Project Risk 

Register 

Project 

Manager  

Project 

Sponsor/Project 

Team/PMO 

Governance 

Board (by 

exception) 

By exception 
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Regular reports on all Strategic and all key Operational risks (risks with a red 
status) to the Overview and Scrutiny Committee and the Executive ensure 
that elected Members are aware of the major risks facing the Council and its 
aims and objectives. 
 
In addition, the registers should be formally reviewed: 

 

• During the Business Planning and Budget Setting process in order that 
any identified expenditure to reduce or eliminate a risk, can be properly 
budgeted for. 

• As part of the process to review the Council's Internal Control Assurance 
matrix, upon which the Leader of the Council and Chief Executive places 
reliance before they sign the Annual Statement of Corporate Governance 
and Internal Control.  

  
The review should use the risk scoring matrix and methodology set out in 
Annex 1 to assess the individual risks.  

 
Once the registers are completed, and at each review, risks will be assigned 
to a risk owner. Actions/tasks will be initiated to ensure that all corrective 
actions, including appropriate mitigating controls, are established. 
 

 
4.6. Monitoring and Reporting Risks 

 
The Operational and Strategic risk registers will be stored electronically by the 
Project and Business Assurance team.  
 
The Project and Business Assurance Team will also make available 
information relating to operational and strategic risks and Risk Management 
across the Council via the Council’s intranet.   
 
Reports will be produced on a quarterly basis, in line with the table in 4.5 
above, to effectively manage and mitigate the risks that the Council is facing. 
 
Individual project managers are responsible for the electronic storage of 
project Risk Registers.  
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5. Overview of Risk Management Methodology 

 
To manage risks effectively, they need to be systematically identified, 
assessed, controlled and monitored.   The terminology used for recording risk 
details is consistent across the Council. 

 
Guidance and more detail on the methodology are outlined in Annex 1. This 
document will form the basis of guidance provided to officers through the 
Council’s intranet.  

 
Briefly, there are four key stages in the risk management cycle. These are 
illustrated in the diagram below: 

 
 
 

 
 

 

 

 

 

 

 

The important point is to recognise that the four stages of risk management 
are part of a cycle and that risk management is dynamic. The identification 
phase needs to be carried out continuously. 

 

6. Roles, Responsibilities and Resources 

 
A key element of effective risk management is ensuring that the appropriate 
individual or body take accountability for their part of the risk management 
framework. To establish this accountability there needs to be a clear 
identification of roles and responsibilities. In determining roles and 
responsibilities, consideration has been given to the need to ensure that risk 
management is embedded into policy approval (Strategic) service delivery 
(Operational) and project approval (Projects). 

  

1.  Identification 
What can happen? 
How can it happen? 

 What controls are in place?  
What are the mitigating actions? 

2.  Assessment / Rating  
Determine the likelihood and the 

consequences in order to 
estimate the level of risk 

4.  Monitoring & Reporting  
Monitor and review the 

effectiveness of controls.  
Assess whether the nature of 
risk has changed.  Record the 

direction of travel  

3.  Control 
Determine how to treat the risk 

i.e. accept the risk or avoid / 

reduce / transfer the risk 
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The table below outlines the key roles within the Risk Management Framework:   
 

All Members will: 
 

• Keep up to date with the strategic risk exposure faced by the Council.  
• Be responsible for ensuring that they fully understand their roles and 

responsibilities in respect of risk management. 
 

Members of the Executive will: 
 

• Oversee the effective management of risk by Council Officers. 

• In consultation with Heads of Service and/or Management Team, help 
determine and agree the risks that appear on the Council’s Strategic Risk 
Register. 

• Receive and review regular reports to provide assurance that all Strategic 
Risks are being actively and effectively managed. 

• Be briefed on significant operational risks within their portfolio and will 
receive exception reports provided on any risk areas that were causing 
concern. 

• Ensure effective check and challenge is undertaken of risk management 
information received from Officers and the Overview & Scrutiny 
Committee. 
 

Members of the Overview & Scrutiny Committee will: 
 

• Ensure, through the Internal Audit function, that the Council has effective 
and robust risk management control procedures in place. 

• Provide assurance to the members of the Executive on the effectiveness of 
the risk management framework. 

• Review and consult on the Internal and External audit provision 
programme. 
 

All Council Employees will: 
 

• Have an awareness of the types of potential operational risks that could 
affect their individual and team work. 

• Understand how to identify, report, and mitigate operational risk 
 

Heads of Service and Team Managers/Leaders: 
 

• Take responsibility for actively identifying potential risks which could affect 
delivery of Council services at both operational, service and strategic 
levels, of own service areas and across the wider organisation. 

• Ensure team members understand the potential risks affecting the service, 
and how to identify, report and mitigate them. 

• In collaboration with other service managers and Management Team, 
ensure that risks are managed, monitored and mitigated, escalated and 
reported in line with corporate guidance and are considered as part of 
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service delivery planning. 
 

Corporate Governance Group (Directors and CEX, S.151, Monitoring 
Officer) 
 

• Hold overall responsibility for the management of risks on behalf of the 
Council.  

• Ensures that risk is managed effectively through the development and 
implementation of an efficient and effective risk management framework. 

• Receive and endorse regular reviews of the Council’s Strategic and 
Operational Risk registers, ensuring that all risks are appropriately 
managed, monitored and mitigated, intervening or escalating resolutions 
where appropriate. 

• Hold responsibility for the opening and closure of risks 
 

Project Managers will: 
 

• Identify and assess risks arising from any new or proposed projects in 
accordance with the Council’s Project Management Methodology. 

• Document and put in place controls to eliminate or reduce risks before new 
projects are implemented. 

• Identify partnership and contract arrangements where the risk is shared 
and ensure that these are managed appropriately. 

• Report risks to the appropriate governance group on an exception basis. 
 

 

The above will be supported by the following: 
 

The Project and Business Assurance Team will: 
 

• Develop, implement, monitor and promote best practice in the identification, 
communication, evaluation and control of risks. 

• Support the development and ongoing maintenance of the Council Risk 
Management Strategy and Methodology. 

• Establish effective operational and strategic relationships between risk 
management and all other corporate processes, especially corporate 
planning, service planning and budget setting. 

• Compile and maintain the Strategic and Operational Risk Registers on a 
quarterly basis on behalf of the Management Team and Corporate 
Governance Group. 

• Provide risk training/support to Heads of Service and Team 
Managers/Leaders via Quarterly Business Meetings. 

• Develop and oversee the delivery of an effective training programme for 
relevant staff members, as requested. 

• Provide Corporate Governance Group with recommendations on prioritisation 
and, where appropriate, recommendations to reduce or eliminate risks. 

• Ensure compliance with statutory requirements, in relationship to risk 
management, for the compilation of the Statement of Corporate Governance 
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required by the Accounts and Audit Regulations. 
 

The Internal Audit Provider will: 
 

• Review the framework of risk management and monitor compliance with the 
strategy and associated procedures in accordance with the agreed internal 
audit strategy/ plan. 

• Report findings to Corporate Governance Group, the Overview and Scrutiny 
Committee and the Executive. 

• Use the Council’s risk registers to contribute to a risk-based approach 
towards the development of the Council’s internal audit plan. 
 

Health & Safety will: 

• Provide competent health and safety advice to support the Council’s Health & 
Safety management system. 

• Report findings to MT and the Officer Working Group on Health & Safety as 
required. 

• Regularly review the Council’s Health & Safety management system to 
ensure effectiveness and compliance with legislation can be maintained 

• Ensure accident, incident investigations are carried out for all major accidents 
and preventative action taken where required 

• Support service managers to review risk assessments following accidents, 
incidents and near misses to reduce the risk of further loss. 
 

Insurance will: 
 
Insurance will in some instances be an appropriate control for financial risks. It is a 
risk transfer mechanism to protect the Council from associated costs and potential 
compensation payments in relation to the Council’s legal liability whilst also 
protecting the Councils assets from insured perils such as fire, flood etc. 
 
The Insurance function will: 

 
• Ensure that identified risks are properly allowed for within the Insurance 

Policies, by conducting due diligence at the commencement of contract, and 
by reviewing annually changes to the Councils services and assets to ensure 
the appropriate level of insurance is maintained to support risk mitigation. 

• Ensure the insurance provision offers value for money for the Council; 
Savings from insurance providers will be made: 

• On demonstration of the Councils risk management effectiveness as 
part of the annual renewal to our external insurance providers 

• Using past patterns of risk (e.g. number and size of claims) to inform 
future annual charges. 
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Business Continuity will: 
 

• Systematically manage the risk of service disruption due to a business 
continuity event, ensuring any weaknesses are understood and that controls 
and mitigation measures are in place to overcome any disruption swiftly in 
order to maintain key functions. 

• Regularly assesses Council services, the potential risks of disruption and how 
long the Council can function without them before they must be re-
established. 

Emergency Planning will: 
 

• Mitigate risk through the creation of robust and flexible emergency plans and 

operational arrangements that enable the Council to respond to a range of 

emergency scenarios in accordance with its statutory responsibilities. 

Fraud will: 
 

• Maintain and regularly review the Anti Corporate Fraud & Anti-Corruption 
Policy and the Whistle Blowing Policy 

• Provide a reactive counter fraud service to support all departments within 
the Council, for cases of suspected internal or corporate fraud 

• Provide fraud awareness training for existing and new staff 

• Carry out proactive intelligence checks on all applications received by the 

Council’s housing service  

• Liaise with external agencies, including the Police, where appropriate for 
investigations 

 

Procurement and Contracts will: 

• Work with Council departments to help place contractual risks with the party 
best able to manage the risk.  

• Assist Council departments to recognise if they are working in a well-
defined, low risk area (traditionally this will be by standard tendering 
processes) or in a partnering environment which will be higher risk and 
complexity. 

• Work with Council departments to provide full compliance with internal 
Contract Procurement Rules 

• Review, monitor and report on compliance  
 

Partnerships and Joint Ventures will: 

• Help the Council to maintain service and financial resilience if risks are 
identified early and managed well throughout the partnership including 
implementing joint working where there may be a single lead authority or no 
one lead. 

• Ensure that risks which are in the hands of partners are being managed 
and monitored. 
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IT Security will 

• Provide the Council with protection against malware, ransomware, phishing 

and social engineering. 

• Provide protection for data and networks. 

• Prevent access by unauthorized users. 

• Improve recovery time after a breach. 

• Provide protection for end-users.  

Data Protection will  

• Monitor compliance with the General Data Protection Regulation and other 

data protections laws 

• Create and maintain date protection policies, provide awareness-raising, 

training and audit.                                             

• Ensure our Data Protection Officer acts a contact point for the Information 

Commissioners Office. 

 
 
 

7. Training & Communication 

 
If required, regular training and communication in support of the strategy; 
utilising a variety of training media, including workshops, formal training 
sessions, desk-based training and online via the intranet will be provided by 
the Projects and Business Assurance Team. 
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ANNEX 1: RISK MANAGEMENT METHODOLOGY 
 

1. Definition of Risk 

 
1.1. There are many definitions of risk and risk management.  For the purposes of 

this strategy the following definition of risk is used:  
 
“an uncertain event or set of events which, should it occur, will have an 
effect on the achievement of objectives”. (Cabinet Office) 

 
1.2. Risk management is the process by which risks are identified, evaluated and 

controlled. It is a key element of the framework of governance.   
 

2. Introduction 

 
In order to manage risk, an organisation needs to know what risks it faces 
and how to evaluate them.  To do this, they need to be systematically 
identified, assessed, controlled and monitored; the four key stages in the risk 
management cycle. The process is set out below. 

 

3. Identification 

 
What can happen? 
How can it happen? 

 
 
 
 
3.1 Identifying risks is the first step in the process to build the organisation’s risk 

profile. The risk should be related to objectives and identify the risks that can 
affect the achievement of the objectives for the services.   
 

3.2 Risk identification should also include financial / budgetary risk and is an 
integral part of the services and financial planning process. As well as being a 
key component of report writing (see committee report template) to inform or 
support decision making, project initiation and project reporting. 
 

 
3.3 Managing strategic risks is a core responsibility for Management Team in 

liaison with Members.  Strategic risk assessments should be undertaken as 
part of the corporate planning processes.  Operational risk assessments will 
be a key element of the Council’s day to day business processes.  
 

Monitor 
Assess 

Identify 

Control
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3.4 When a risk is identified it may be relevant to more than one of the 
organisation’s objectives and its potential impact may vary in relation to 
different objectives and the best way of addressing the risk may be different in 
relation to different objectives. Conversely a single treatment may adequately 
address the risk in relation to more than one objective. 

 
3.5 In describing the risks, take care to avoid stating impacts which may arise as 

being risks themselves, and to avoid risks which do not impact on objectives. 
Equally, try to avoid defining risks with statements which are simply the 
converse of the objectives, although this may be a reasonable starting point 
before describing the risk in more detail.  

 
3.6 A statement of a risk should consist of the cause of the impact and the impact 

to the objective which might arise.  Try to think of describing the risk in terms 
of a cause that leads to an event (the risk) which has an impact on the 
objective. Understanding a risk in the form of a “scenario” helps not only 
prioritisation but also mitigation.  For example:  

 

Cause 
 

Event (the risk) Potential Impact / 
Consequences 

A vulnerability / exposure  
 
e.g. We are undertaking 
a project with tight 
deadlines, limited 
resources and key 
reliance’s  
 

The event(s) that you 
don’t want to happen 
 
e.g. Key milestones 
missed / partner unable 
to commit required 
resources 

Potential consequences 
you will need to manage 
 
e.g. Project over-run, 
increasing cost, key 
objectives not met, 
reputation undermined 

 
3.7 As part of the identification process, all risks should be assigned an owner 

who is accountable for managing and addressing the risk and is responsible 
for updating the risk register.  They may not be the person who deals with the 
risk. 
 

3.8 The existing controls and mitigating actions should be recorded in the risk 
register and progress updates provided each time the risk register is 
refreshed.  Where appropriate this should include the recording of assurance 
provided by third parties. e.g. professional bodies such as the HSE.  All lines 
of defence against harm should be recorded.  

 
 
 

4. Assessment 

 
Determine the likelihood and 
the consequences in order to 
estimate the level of risk 
 

 

Assess 

Identify 

Monitor 

Control 
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4.1 This part of the process ascertains what the key risks are and ranks them. 
This includes: 
 

• Determining the probability of an event occurring – the “likelihood”;  
 

• Determining the potential severity of the consequences should such an 
event occur – “impact”; 

 
4.2 The table below gives the scores and indicative definitions for each element of 

the risk ranking process: - 
 

Likelihood 

5 – Almost Certain 
Very likely to happen within the current 
year 
 

>80% 

4 - more than likely Likely to happen within the current year  60-80% 

3 – possible Might happen within the current year 30-60 % 

2 - Unlikely 
Unlikely to happen within the current 
year 
 

10 - 30 % 

1 – rare 
Unlikely to occur within the next few 
years 
 

< 10% 
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4.3 A risk could have an impact in several different ways, the following table is a 

guide it should help you identify areas of impact;  
 
 

 1 2 3 4 5 

 Almost none Minor Moderate Significant Grave 

Environmental 

No long term 
effect e.g. 

noise, fumes, 
odour of a 
short term 

nature 

Short term 
local effect 
or social 
impact 

 

Serious local 
discharge or 

source of 
community 
annoyance 
requiring 
remedial 

action 

Long term 
environmental 

or social 
impact 

Extensive 
long term 

environmental 
or social 
impact 

Financial  -
Revenue 

<£10k £10k-£50k £50k-£100k £100k-£250k >£250k 

Financial - 
Capital 

<£50k £50k-£100k £100k-250k £250k-£500k >£500k 

Health & Safety 
Incident 

resulting in no 
lost time 

Incident 
resulting in 
lost time 

Reportable 
injury 

Serious injury/ 
stress resulting 

in 
hospitalisation 

Fatality 

Corporate 
Objectives 

No impact on 
the delivery of 
the Council’s 

corporate 
objectives 

There may  
be a delay in 
delivery of 
one of the 
council’s 
corporate 
objectives 

A number of 
corporate 
objectives 
would be 

delayed or not 
delivered 

Many 
corporate 
objectives 

delayed or not 
delivered 

All corporate 
objectives 

delayed or not 
delivered 

Operational 
No 

interruption to 
service 

Minor 
disruption 

that can be 
managed by 

altering 
operational 

regime 

Disruption in a 
number of 
operational 

areas 

All operational 
areas 

compromised 

Total system 
dysfunction 
resulting in 

shutdown of 
operations 

Legal/ 
Reputational 

Minor adverse 
publicity in 
local media 

Significant 
adverse 

publicity in 
local media 

Adverse 
publicity in 

national 
media, 

inadequate 
performance 

Sustained 
adverse 

publicity in 
national media, 

directors 
charged with 

corporate 
manslaughter, 

fraud 

Reputational 
damage is 

irrecoverable 
resulting in 

Government 
intervention 

 

 

The risk ratings for each part of the assessment are then combined to give an overall 
ranking for each risk.   
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4.4 Three important points to note when assessing risks are: 
 

• Recognise the difference between inherent (without any controls in 
place) risks and residual (when controls and mitigating actions have 
been identified and actioned) risks. 

• Take account of both impact and likelihood when assessing the risk. 

• Record the assessment (residual score) so that it can be monitored and 
prioritised. 

 
  

IMPACT 
 

   

 
 
  

 
Grave 

 
5 5 10 15 20 25 

 
Significant 

 
 

4 4 8 12 16 20 

 
Moderate 

 
 

3 3 6 9 12 15 

 
Minor 

 
 

2 2 4 6 8 10 

Almost 
none 

1 1 2 3 4 5 

            1 2 3 4 5 

LIKELIHOOD 
 

Rare Unlikely Possible 
More than 

 likely 
Almost 
 certain 
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5. Control 

 
Determine how to treat or control the risk 
 
 
 
 
 
 
5.1 Risk appetite is the amount of risk which is judged to be tolerable and 

justifiable.  It is the amount of risk that an organisation is prepared to accept, 
tolerate or be exposed to at any point in time.  

 
Defining the limits of the risk appetite is about identifying at what point decisions 
regarding the management of a risk are escalated.  The aim is to better align 
decision-making and risk.  It may also help us identify if we are setting our risk 
tolerance and responding to risks appropriately.  

 
5.2  The risk appetite table below should help to align our risk exposure with our 

management and escalation activities.  Using the score from the 
‘Impact/Likelihood’ matrix above the risk can then be associated with different 
levels of management attention.  

The risk appetite table is only intended as a guide. It should not be the sole 
decision-making device in assessing the risks. At all times, professional 
judgment should be exercised to validate the output of the risk appetite table.  

Risk Category Action 

Red risk Key 

Where management should focus attention.  
Should have immediate actions identified and 
plans in place to reduce risk as a priority 
Review regularly and report upwards 

Amber 
risk 

Contingency 

Where management should ensure that 
contingency plans are in place 
These may require immediate action will require 
monitoring for any changes in the risk or 
controls. These will be a key area of assurance 
focus 

Yellow 
risk 

House 
Keeping 

These should have basic mechanisms in place 
as part of the normal course of management. 

Green 
risk 

Low 
Where risk is minimal if does not demand 
specific attention but should be kept under 
review. 

 

 
5.3 There are four ways of dealing with a risk 

 

Tolerate Decide to accept the risk and take no further measures. This 
should be a conscious and deliberate decision taken having 

Assess 

Identify 

Monitor 

Control 
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decided that it is more cost effective to do so than attempt 
mitigating action 

Transfer Transfer all or part of the risk e.g. insurance or to other 
agencies/contractors 

Treat Proactive action taken to reduce  

• the probability of the risk happening by Introducing 
control measures 

• the impact of the risk should it occur e.g. Business 
Continuity Plans 

Terminate This could involve changing an aspect of the activity or ceasing 
to provide the service or project and thus eliminate the risk 

 
5.4 Most risks can be managed – either by minimising the likelihood of the risk       

occurring and/or reducing the severity of the consequences should the risk 
occur.  Relatively few risks have to be avoided or transferred. 
 

5.5 Having identified and analysed the risks, all existing controls and measures 
that may already be in place to eliminate or reduce the risk should then be 
identified and recorded against the individual risk, before the risks are 
reassessed/scored, to determine the risk score.  Together with the additional 
actions intended to mitigate the risk, this will be recorded in the risk register. 
 

5.6 Risk owners should be made responsible for the risk and the control measures.  
These include: 

• Assessing the implications of the risk and determining the level at which 
the risk can be tolerated and accepted (i.e. No more mitigation action will 
be taken). 

• Determining the effect of the risk on the delivery of service and whether 
it impacts key performance indicators. 

• Developing and implement a series of actions to contain the risk; 
mitigate, transfer or avoid. 

• Ensuring that the actions are SMART. 

• Continual assessment of the risk to ensure that the mitigants remain 
effective. 

• Continual review to assess whether a risk needs escalating. 

• Regular updates to the risk register to reflect the current status of each 
risk (its score and the status of the controls). 
 

5.7 Risk Owners must judge what course of action is the most appropriate to 
address each of the risks they have identified, taking advice from the Project 
and Business Assurance team. 
 

5.8 The cost/benefit of each control action must be assessed.  The benefits will not 
always be solely financial.  Managers need to use their own professional 
knowledge and experience to judge whether the financial cost of risk control is 
justified in terms of non-financial benefit to the Council.  On occasions, 
managers may conclude that the cost of the control action may outweigh the 
benefits which will accrue to the Council as a result of the action being taken. 
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In such instances, all or an element of the risk is retained.  However, no laws 
should be breached when making this decision. 
 

5.9 Responsibility for the implementation of the actions identified to reduce or 
eliminate a risk lie with the appropriate Risk Owner.  The actions identified 
should not be regarded as a separate initiative but should be incorporated into 
Business Plans and cascaded down into performance agreements for the 
officers responsible for the risk. 

 

6. Monitoring & Reporting  

 
Assess whether the nature of risk  
has changed. 
Monitor and review the effectiveness  
of the controls.   

 
 

6.1. Monitoring and review is a key stage in the risk management cycle.  It is 
important to assess whether the nature of any risk has changed over time. Risk 
registers are living documents and therefore must be regularly reviewed and 
amended to ensure that they remain up to date and relevant. The reason for 
monitoring key risks is to create an early warning system for any movement in 
risk. 

 

• Previously identified risks may change over time, the nature of the risk 
may have changes which could result in a change to the score in terms 
of likelihood and/or impact.  

• It may become necessary to escalate/delegate a risk a level if the 
situation has changed or the initial assessment has proven to be 
inaccurate 

• As new risks are identified they will need to be included in the process.  

• It may be appropriate to delete risks. However, when risks are deleted 
from a register there should be a record of the reason of this decision. 

 
6.2. In addition to the reviews undertaken by the Corporate Governance Group and 

Management Team, managers should include an item to discuss risk on team 
meetings and 1 to 1’s. Regular reports will be also be presented to the 
Executive and Overview and Scrutiny Committee. 

 
6.3. Progress in managing and controlling risks will be monitored and reported so 

that losses are minimised and intended actions are achieved.  Reporting 
upwards is necessary on the whole spectrum of risks in the risk profile. This 
ensures there is a mechanism for monitoring the level/types of risks that the 
Executive, Overview and Scrutiny Management Team are proposing to 
tolerate. 

 

Assess 

Identify 

Monitor 

Control 
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An assessment needs to be made as to the effectiveness of the controls and 
actions in reducing the impact/likelihood of the risks.  
 

7. Reporting  

 

Risk management reports are regularly compiled by the Projects & Business 

Assurance Team as part of the programme of performance management.  Updated 

risk registers are reviewed by the appropriate governance groups, the Executive and 

Overview & Scrutiny Committee.  

 

8. Training & Communication 

 
Regular training and communications will comprise of: 
 

• Training on the risk management methodology will be provided for 
Managers/Team Leaders. 

 

• The Council’s intranet (The Knowledge) will contain full information and 
guidance to managers on risk management. This will include short 
guides on Risk Identification, Assessment, Scoring, Control, and 
Monitoring. 
 

• The refreshed risk management framework will be made available to 
Members via e.Members and/or the Modern Gov, web library or 
successor platforms. 

 
 
 


